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(57)Abstract: 

PROBLEM TO BE SOLVED: To provide protection of 
digital contents flowing on a bus of a computer system 
and limit of the digital contents for each function 
module. 

SOLUTION: With regard to a CPU module 111. a tuner 
113 for a satellite or digital TV, an MPEG 2 decoder 115, 
and a DVD-RAM drive 1 16, an interface part with a PCI 
bus 100 is provided with authentication processing parts 
(authenticators) 1 1 1 1, 1 131 , 1 1 51 and 1161 for 
performing equipment authentication, key exchange and 
the like. In this way, providing each function module with 
a authentication function for enciphering processing, it 
becomes possible to efficiently realize protection of 
digital contents flowing on the PCI bus 200 connecting 
between the function modules, and limit of the digital 
contents for each function module. 
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(54) 5^^5a3s^®;e<tz/i^^fiiicM^^n^3t:-:/n5"i7b;5-jS 



(57) imm) 

^tfzy^JUTVm(D^:2.-i'l 1 3, MPEG2y=:a- 
ar^ll5, DVD-RAMK^>r::^l 1 6fC-^l,^-C(J, 
PC 1 ^^'X 1 0 0 iCD^>:$?-:7x-f XgP^C. tS^^U 

43j:0'^-SS^^c^^?f^iSli£^S^[5 (Au t h en t 
icator) 1111, 1131. 1151. 116 



So 

[IS*]I5] HfllE=>t°-yPTi5' ^>ft*c0x-^©a• 



i^Xm- 1 1 -3 0 6 0 9 2 
2 

C <r>^°- y 3 t°z^ - ^ l4mifEl^S[5/<;^ i: t T P C 
I ffllE^aS^^;^ iLTIEEEl 394 

lc(4— [Hiro^^t'— ■5ico=i>'r:/'y =it°— ^^co=i 

{t*t^© 3 l^T >y 5 C t ;*s^tgjfe#i6^ v^^ -/i- 
Bo 

^ S A -Ci^ it * (ISffl-r 5 «it©«tg^ v= ^ -/w i: « 



3 

57; hv-^^i^^-i\:Lx^itm<DTy<4Mzmmi-?> 
t^. mim(D7'^<^ ^it. ^(Dmmiz^tcox. 

affimfc'itSgiiE^&a^^f 5 ^ i:: i . ffllE^ h y -A 
[lt*^l 2] huIB;^ h !J-A(r(4T■'v=^/^='>r>- 
mtimm^mc xfomm^ tifc^-^. miiEgif ^a;*^^ 

t'(D X b fiU%.<r>'fi:>^/\y 3 v-r v-y -Cfe 5 ^^^^JgiJ-f 
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J; 5, Sia^SWicx-iJ'^iiEici^m-f-s^f-^ci 
x^ K:*?i-e$)oT. 

HiilES{tS?gi(0PB^-e='t°-7°Dx^ h3fet*(??x-;5'C> 

3 t-ypxj^ h^^wx-^J'^aK i'o<t5^<effi«©x 
v= yi- 3 y X i^-y -t?fc 5 /5^^*j;?'J u . 

ti T V ^ 5 X v;' ^ 3 >• X V ® a® ^ j^: -r 5 
^ -c # 5 X 3 > X > ^> ^ m -r 5 c 1 5: #1^ t -r 

1 5 ] rta5^<;^±icgS^ix5xi^^/i'3 ^-x 

$ixfcx-^^sftMai--5x-^'«ia^aic*5v^T, 

m^m{t'^m.t<Dfi^X^'t°--f^T^ h*f^<Dx-^ro 

a^5^a^|^F■5J^^^-CV^5=It°-7°^xi? h>ft*(7?xv= 
/l.=. Vx <oaM^^-f-|tS$r H«f2^lftKSICi^{t 

^was^*«liS':5v^TBuKx-^5'^^la^fi*5^^^a?rf^ 
^T-# 2)x vx v^y i mmmw^m.t^h'^ 

(taO . m]iExv';5'>'l'=' Vx:^-;'4:«-^{b1-?)«^'(t^ 

s t * u c t 1 1- 6 X - *aag«„ 

IW*3J16] 3>-fa-i?->;^xA(DF*5^B/-<;^±lc 
j5it$^i'5xi>:?/i'3 ^xv:^©^!?^^ t'-^|!S±-r6 
i^tc. jlitSBW^^e^iiiElcx-^lrSif^aai-S^ 
t°-7°ax;? h:^!feT'$>oT. 

BuEKlff^gi:©WT'3fc"-7°PX^ h*t*<Ox-^<^ 

^.iE$ixfc#^. x-i?wg{f*!ia§rffpI$ti.TV^?)=' 
f— yDx:^' h^^Wxv'^5'/i'='>'x>"-y«aSlr^^-t" 

:l©a®■(t«(zS'^v^T. milEg^f^a^f^«J$^^T^/^ 

z(Dv^^imw^-^nm i.x^\tmw:f>^^^%:m^^x 
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[0 0 0 1 ] 

IEEE1 394 VU ti }i<D^%/<7. i: CO-Y V 

[0 0 0 2] 

[0 0 0 3] ^ll;t«DVD (D i 

gital VersatileDisk) (cg^^^l 
fc^m. fiy^ ^i^mm.Wi^\z J: 5 T v co x i> ^ /i- 

[0 0 0 4] 'f'y^/\^:=^i^'r:yy\t,—m^UPEG2t 20 

fs^i«i*^. mmmw^mzx^umw^hiv^o mp 

[0 0 0 5] iS^. Z.<D^0f^'fi/^J^^:^TVy(D^ 30 

[0 0 0 6 ] ^Z.X\ C P TWG (Copy Prot 
ection TechnicalWorking G 
roup) T'fl. ^/v-^7« 

ftti:ft(^^^7;^>'^-:7^^;=?^T^foS I EEE 1 3 9 4 

« (lilT. I EEE 1 3 9 43t:*'-yi:ix^ hSWirl^-^ 
1-^) (D^^\mtm^hi\.X\^^h. 40 

[0 0 0 7 ] I EEE 1 3 9 4 vy T/W^;^(i, f'v^ 
/i^tT":ty ir. ±yV V y-f-^^y^ TV, 

f-t*§nsr'v^^/vrn>'x>':y(oy 7/i-^>riNfeill;6Sp[ so 
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[0 0 0 8] I EEE 1 3 9 4 =tt°-ynx^ haw 

^ixfcPf-^^byp h:=^/i-5rfflV^5C tl::J:i9. IEEE 
1 3 9 4 v-y 7>'W<;=^^:^^LTx v^^/^t: T^:?^7'^-— 
-So 

[0 0 0 9] 

>- t^zL - ^ 1 1 <^ vTi r A T*fc 5 fc . 

I EEE 1 3 9 4 v-y ryw-<y^±{::Sftix5x-^^^P§^'^ 
ft Lfcff Til. ^jE^ t 

[0 0 1 0] gll 5(i. I EEE 1 3 9 4::it:''-7^a7^ 

^ hSW^^<^^S^^"-y-^/v='>'e''.x-^f::iifflL/c 
a-g^O^^^ijTfcSo mi 5{C:^oV^TIi. >'N-y^/W3 
Vfc-oL-^ (PC) 1. ±yVVyrf:^^y^y^ (ST 
B) 2, ioJ:0^x^/:5^/^t'x;t:^y y (DVC) 3C0 3 
0(7)^|§;5^ I EEE 1 3 9 4 v-y T/W<;^ 1 Oi:j]-\^X 

[0 0 11] y-:^/v:=i>'t''^— ^ (PC) 

1. ±yVVyy^^y^:^ (STB) 2.fcJ:t/xv^^ 
(DVC) 3*1. ^tb-t^m EEE 1 3 

9 4 :>/y T/w^y?; 1 0 ^co>r ^-^^ y3i^;^§[5tc, R^-^ 
ftas (Cipher) . tt^ft^R (D e - C i p h e 

r) . ^fz\tn^it''^^itM1i(Dm^^n-om^\t/ 
m^itU (De-/C i p h e r) 5r«tTV^So 

[0 0 I 2\ 'tfi:t>h. I EEE 1 3 9 4 vy T/W^;^ 

1 o^jY\^xi^(Dm^\^'fi>^^^^yTyy<r)mm^fi 

o'fy^)\^^'f-tti:^y (DVC) 3 i::ov^THft^^ft 
§5 (C i p h e r) IEEE1394 i/y 

T/w^;^ 1 0S:^tT{t!l(^«^t<DPflT*xi^^/i-::3>^r 
>':y(Oig§{i^^f ^-'^'-y^/v-^vt'*^-:^ (PC) 1 

^^Xl-^y VVy-fifsy^ :^ (STB) 2^COV^T^lftt 
^it/m'^itU (De-/Cipher) i^^tSttS^^lT 

[0 0 13] ht^^ii^.^fi:yi/^/u=iy7' 

>^y\t^(DmiBm(Dm^\cx-:>x^^it^i%fzmz i e 

EE 1 3 9 4>^y T/w^^ 1 0±lcai;^f$tv. ^<Dfi§^- 

ftx - *iSft«(D^^tcr m-i^ft $ thx^^-iumm 

^ix^o ^coi I EEE 1 3 9 4 v-y T/W^^ 1 0 
±^^«^^Sx-^?rBt-^ft-r?>C<^:ic:J:^9. lEEEl 
3 9 4^/y T/W^>^ 1 0±lr^SnS7'-^;6^^iE(C:3 t" 
-^nxh^M^^lE'^lzn^^tiX ^ C i: 5:K±1- 

[ 0 0 1 4] /^-y-t/i-^i vt-zi--^ (PC) il;:i^v^ 

Tfl. fff-^ft/m^ft§^ (De-/C i p h e r) It. 
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E EE 1 3 9 4 v-y 7/w^;=^ 1 0 i: corsl^^^^f^lco/^ 
CI 3 9 4 :yv^6I^tCl§tt^tl5c ZtilzXKl. P 

[0 0 1 5] Tv^^/WfcV^:^^y (DVC) 3^fc(l 
ir:y S h :yy^^:y^^;^ (STB) 2 I E E E 1 3 9 

(PC) i\c{5im^ti^^^-itr-^ni 3 9 4y^v y 

(7)CPU4-^MPEGx::i--^''5{^i2l??tl6o iRllSt-. 
CPU4^MPEGT':3-^5/5^??ir:y h K -^^^'^/^ 
(STB) 2\c'fiy^/\^^jMi=^y'r>'yi^iBir^t 
# li. P C I z^:^ 2 0 1 3 9 4 ^ y :y 6 

X-^Xm^it^tltzm. I EEE 1 3 9 4 v-y T/W^^ 

[0 0 1 6] Z(DXo{Z^ 1 3 9 4^1) yi^eicm^it 

/m^imm^^^f^t. pc i/<;^2 0(d;^— y>'7 
-^T^^^^'to^^mwi-bz.tnx^^^K PC 

l^<y^2 0 {at^^'it^'^Mfi^tifcf-^ (Plain 
Contents) ^^gftixT V^^^^fC :=i ^^--HJIgi: 

[0 0 17] 5fc. 1 3 9 4 >^y '>'v^6I^Pt-^^t:/m^ 
Til. ^<-y-:^/W:=i>'t:"^-i5^S:«J55c-r5«|g^v^^- 
y(DmM (~[H]o;^=re"-pJ, mr"— ^p-sj^ 3^=— 

-) %:mm'ri>t^^^rcmm^no^t^mmt^j:6o 

M;ttf. MPEG 2x::i-^iCOl^Tll^T(Da®(7):::i 
>'r>^y {— lHlC0;^r3 t°-pj^ nt"— yp^. nt"— y^y 
-) S:a;t5J:3t::-r5£^^;6^foSO{c?^L. DVD- 
RAM^HDD7t<!f<7)^ h U- vr'X-f fi— [p]<7)^=' 

P C I z^;:^ 20 Plain Contents ^"^llMil 

XL'tot. mm'eiy:..-/umz^Mmo :it^^^x^ 

X-:>xnt>ri^^^hXh^o i-^J^f^h. 1 3 9 4yy:y 

yW3>'t°:x— I E EE 1 3 9 4 i^D T /Vy<:^±(D— 
-::>(Om^t LX^hti^o ZOfcib. /<-y-:h/i.n>-t:° 
t I EEE 1 3 9 4-y})T/l^^<^±o:)m(Dm^t 

(omomM^micxox. ^o/<-y^/^:=f>t''^-^ 

[0 0 18] ^fc, DVD ^^x':<^?fe<?:^^C^oV^T^i. xv^ 



(5) ^m^l 1 - 3 0 6 0 9 2 
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\zmM.^\^Ui^x\^^rc(DXit. ^^yy'yy^VT/v^-f 
[0 0 19] :^mm\t±.j^(Dmm^^^x^^^tifzh(D 

10 =2yy^y^y(DmfR^MiJ.X^iXo\zL. ^'y^}\^^y 
[0020] 

[liS5:A?*1-5fciB:)(7)^S] ±iEco^S5r*?*-r5fc 

\^x^^-^hfz^(Dnw^'^^^-^i>mm^tmm^ 

\tmmf^um^t<Dmx\ mjiE^t^-T^px^ h^^o 
y-^ ^m^-it Lxn^i~^fc^<DmM^m^rf b mm 

[0021] c^^x-^*^!^agB^-iBv^T^i. x':/^?/i- 

31 y y (ist^it; 5 nfc ^ * $ tt 5 J: 5 ?i 9 . 

[0 0 2 2] ^fc. 3it:'-ypr^ ^(^Rt 
6 iSl^as/^ ;^ y^ ^ - y 31 >< ;^ ^ $ ?3 A{i-t 6 c 
^X.^^^WL'f^ Y^)^'k^WiX^^Xo\z,-fh^bi)^ 



(6) 

9 

[0 0 2 3] ttc. mllE^ t°-7"Dx^ h>(^*OT-^ 
[0 0 2 4] ZOX^lCi/^TM.l D^:^\^^^Z ticX 

[0 0 2 5] Sfc. aSro^7'£6mS(Ox-^^^e>« 
J; 5 lcS{t{l!Jo«tl* -/H:ii^* => ^^r ^-y was 

X. m^it^m\c^miri9i^imm^-^W]mcmz 

[0 0 2 6] tfc. *^PJ(±. rt^^^;^±tcjstc$n5r 
i/^?/u=i:/-r :/y©^]E/<e3 t°-.^15^±-f 5J; 5 iciS^t 40 

J; 5 as o r v> /V T >- y -C* fc 5 /5 ^ ^ *J i- 5 *iJ 

It i^a /j^^QiS ^ fF^ $ ixT u ^ 5 X v= /i- 3 >-x >- :y ©a 
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[0 0 2 7] C®T-^A&agSI-t5V^Ttt> BtlfESIf 

■si$tix\'-^^i'm'rmu$n. mm^thtzm^i^. it 

* COT — *\ w J; 5 TiaSCr v /i^ =i >'r > y T* 
[0 0 2 8] ^fc, l^a?/<;^±i-jSft$tl5T 

mmf)-bmw^titzT-^ ^^immi-^T-'$'mmm 

* ® T - ^ © A&a^^fippj $ tT/T V ^ 5 ^tgii-f- 5 IS 

SE^Sir. mFfa^iE^aici'5miiE$tvfc#^. C1©t 

^ft^wT'v^^/i'^ ^T ^-y ©aa^^-f If la^miiEjEift 
sfiici^{f-t-saM«$gKHf¥^i. z.omm^m\zm 

-7°DT^' h*t*©Ti^<5'/l'='>'Ty-y©aSI--?:tl-?' 

^/v=i^^7'yy^m^iti-6m^it^&i:i:MmLtzZ 
[0 0 2 9] r.©T-i5^*!iagSI-fcVNT:(±. itlEKlft 

^5'©S:^t*0;a^fF«I^^^TV^S3t°-7°^Ti? hjft^© 
T-:/^/i-3>-T>-y©a«**i-'lff«^5fffBj^ffgg(c 

a^ WSJ ^ V ^ 5 T v= /i- 3 y 7^ y y ©asic^ tt^' 

19 . ?>:v^T';i©Bt-^{b^l^=3r-Sr#iJffl LTSmSfi;S^Bt 
[0 0 3 0] 

i,y<-yi-/v=iy'\:°=L-f^ (UT. PCt#i-6) ©-> 
y-TJ^mii^ii^^^tiX^''^o ^©PC11(±> IEEE 
1 3 9 4 i^])T/W<y. 2 0 0Sr^LT^95©3>-->ci — 
^fl;^-#S§> fctx«[il5^©J;5 7'i-irs/ h Hy7•^^^s'i^ 
(STB) 12. ■r'v=^;n:~r;d-;(;y ySfcllD V;* 
(DVC) 1 3. fcJ;t>*T v'^?/i't''r;i-;^7-t 
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M/::'-^ (D-VCR) 1 4 t ilff ^|g(^t»^ $ ixT 

[0 0 3 1 1 (STB) 12.x 

'y^ )V\^'f:^ti (DVC) 13. :Joct t/r v^^/l^ 
T;^f;^-t:y H-':=i-^MD-VCR) 1 4 

I EEE 1 3 9 A^\f-'f^T^ ha«^i^/1^- h-rS 
fcis^tC, I EEE 1 3 9 4 ^y^)T}V/<7. 2 0 0 tO^y 

ff^MM^M^ (Authenticator) 12 
1, 13 1, 1 4 1 LTv^5o xv^^/vnyr>:y lO 
(7)i2^gm^n^ir:y h h:yy^^y^^>^ (STB) 12*3 
J:t/Tv^^/vt'x^^;«7ir >y hua-^-^ (D-VCR) l 

/m^itn (D e -/C ipher) 122, 142 

f^^^^ti (DVC) i 3^cov^T 

St-^^t:^ (Cipher) 13 2 /ctt ^'^ISft t>^XT 

[0032]PCll.-fe'yH h:yy^':y^;^ (ST 
B) 12, T'v^^/vtr'TV;^?^ y (DVC) 13. :?oJ: 20 

t/Tv>^/^t'x>;^7ir y h (D-VCR) 14 

^T* IEEE1394 v'!J T/W^;^ 2 0 Oi^fci^^tb 

[0 0 3 3] PCI Hi. 5 PCI/<;^1 

/Vi3>'^>^:y5rS5^|g^vci-"-;V, 0^19. CPU^ 
v^a.-/H 1 1. 1hxy-r K^/cf^ixv^^/t-TV^cof^ 
zt-^l 1 3. MPEG2x='-yi 1 5. DVD-R 30 

AMKy-Y^i 1 6i;iov^Tli. PC I 1 0 0 irco 

3 ISiiEAQiSaS (Authenticator) 111 
1,1131, 1151, 1 1 6 1 ;^^^tt^tvrv^^o 
r ^te^^MIEAQjS^Ii (Authenticator) 1 
111, 1131, 1151, 1161 

1 3 9 4xVW^r^fo5ir^/ h h ryy^'-y^;^ 
(STB) 12. =f'yif)^yfv'iridi^y (DVC) 1 
3. i5J:t/7^':/^/Wfc:^x'^*ir-/ h i/^i--^ (D-VC 
R) \ A<D^fibWi^X*'h^ s "fy^ f^^i^y-^yy-k^ 40 

[0 0 3 4] ^/c. w*te?CPU^v^^-/l^l 11.^ 
^-:M 1 3. MPEG 2x3-/5^*1 1 5c0^>'^-:7 
cii^^SRtCfl. ^e^lC. Rt#^t^tl/c:=i>'Ty:y (en 
crypted contents) OOPf-^ft^ft^^l" 
6ti^<Om'^it^Mi:nom^itU (De-c iphe 
r) . ^fcltfi^^-itU (Cipher) ^i^TV^ 
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5. :i::Tfi. f^.-— :M l 3 i-oV^TIlBt-^>fLgB (c 
ipher) 1 1 3 2 id^^SStt CPU^Vn.-/H 

1 iioJ:t/MPEG 2t-'3-^''i 1 sicov^-cfUg-^-ft: 

§15 (De-cipher) 1112, 1 1 5 2 ^5SS:ft ?:> 
[0 0 3 5] CPU^i/^-/Vl 1 111. -T^-^^ayn 

>yiyfi:t^t-hmj^^tix^^. mum 1 1 itm^-m 

1^^151 1 1 2\tmx.ltPC I ^<^7^'y yi>0~-Ut UT 
»^jitf^t^^-C^5c ^fc. CPU^v^^-/H 1 1 
\H(DmM'^i 1111. Bg-^^I^§I5 1112.MPEG2 
^'n-^^Bl 1 1 3liy7 h^:xLTXm^M.\.Xh^\^\ 
[0036] DVD~RAMKy-f:/116flPCll 

(D^^mm^^mtLx^i^hntch<Dxi>^ . ide^ 

ly^-y zr,^ y^^tz^t AT A p i-ii^^—yzr.'^ y^^^ 

^LTPC I 1 0 OiC^M^nSo DVD-RAM 
Ky-fy^^l 1 ^\^mU^MM \ 1 6 KD^^^L. ft^ 

(D e - c i p h e r ) . Pg^^ttB (C i p h e 
r) {coV^T^lI$ft^^^TV^;^^l\ St-^{bS^^fcx 

3 v-x Lfci^fficOi S D V D - R A M 1 

1 6IC|5^-r5fc46Tfo6c 

[0 0 3 7] PCllt^fl. PCI/^;^100 
i: I EEE 1 3 9 4 i^^JT/\-y<y^ 2 0 0 rfl5:^;^fp]T'S 
^-rS 1 3 9 4:/y :y vl 1 7^5sStte.;h.Tl^6o 13 

9 4yy -yv^i 1 7i;:fi. MSE^5[!^a§B. st-^ft§i5. 

:=iy7':yy\tm^'it^tifc^m(Ot.t.PC I i o o 

^^P? I EEE 1 3 9 4 v-y T/W^;^ 2 0 0-^, ^fz I E 
E E 1 3 9 4 v-y T/W^^ 2 0 O?^^?^ PC I y<y 10 0 
\Z^m^th6o C(DXo\C^ 1 3 9 4^y y v^l 1 7 
it. PC 1 1 F^(7)«i6^v^^--/vi: 1 3 9 4xVM;^i: 

[0 0 3 8] CC-e. I EEE 1 3 9 4 v-yT/WN;^2 
0 0±CODVC 1 3t^hU^^th^r'i^^/l-:=i>'^>y 
CPU^v^^-/Vl 1 lT*y:7 h^aiZr^'^- K-f- 

[0 0 3 9] S-f. DVC 1 3 <!r CPU^i/^-/H 1 

Sc 

[0 0 4 0] iiffffi^coxVM^/^^^t'coj; 5/cf::i>^X^ 
:y coasts 3 ^ i: ;6^^T^# 5 t>coT-fo5;^^57:i^co^>EElc 
ovarii, '>;^ri=^ I D^sfflv^bti5o C(Ov';^rAi 
Dli. 1 3 9 47"V^'<^:|b^iVPC 1 IrtO^^fg^:/ 
^ -/PCOlElSS^ fci^y T -i^ ^ 7- ?i if ^CS6^JA^i^T 
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[0 0 4 1 ] Z(DmMiiI^M\^X. CPU^v^^-/Hl 
9 4/^;^ 2 0 Gio j:t/PC I 1 0 0 ^^LTDVC 

[0042] Dvcisfi. "fi:^^ /\^:=i >r 

tifz^iyy'yy^t^^-it^tifc^l^ 1 3 9 4/-^;^ 2 0 0 
ioit/PC I ^^y^ 1 0 0^:^^LTCPU^v^-/^'l 1 
C PU^v^zr-/Vl 1 (D e - c 

i p h e r ) 111 2\mM\ZX-:>Xm±^'-^^^X 
=iyTyy<D^^-^M<o CPU^e/^-yM 1 1 

[0 0 4 3] \i^^'^Mf)^tlti=^yy">yi'^CPU'^i^^ 
-/H 1 1 Pl(Dyy h f^oiTMPEG 27^':=r-^ (D e 
coder) 1 1 1 3(Cj:oT7=":=i- K^tUfcm. ±^ 
1 1 2 .JrVGA^^-hD-yl 1 4^tt^;S-SAG 
P (AcceleratedGraphics Por 
t) ^^LTVGA:3>- h n-y 1 1 4lca^P.;h.Tff^ 

[004 41 C(DJ:5ic. T'v=^/v:=i>'r v^^ySrS?!^ 

19. I EEE 1 3 9 4/^;^ 2 0 0fc^j:t/PC 1/^7^1 0 
0(Di:hh\Z^\^^Xh^^'im^^(Dfcisb<D^-^ ^J^XI 

\zfi^^ y'y^^\-^yryy(Dyf^^}::^-^V5it'ri>z 

[0 0 4 5] ^fc, PCI 1 F^<D^^|g^i^^-/Vfe[C 

;^z7t:-^-si, :3t:-^pJ. rit'-:7y-) ^g!)^j;<$ij 
[0 0 4 6] 0 2twfi. mi<Dy:^'rMz^ni>yy V 
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:y^;^^PC 1 1 F^(^^«tg^i>^-/vSfc 

fll 3 9 4x/M;^^c^i:^C7)/^- :nTT>M >^T^fo 

'So 

[0047] Authent i ca tor /^>' Vy\%. 

Wi&LtzXo\Z^ 1 3 9 4:/y :y vl 1 7flPC 
1 ll^<0^^tg^vcr-/wt 1 3 9 4xVW;^i:^SiM 
10 mz^mr^^<DX\ PCI lF^C0^^tg^V3.-/W[^l 

t-, TT^y ^^-v-a V'T'a^^yA^^^tiPC 1 1 f^O^ 
^tg^i>^-/vt 1 3 9 4x^<^;^i:5rE»J-r6Ci:;^^ 

[0 0 4 8] Ei3icft. ifi%mBmx^\^^hfihmMw^ 

yy^'^\t'^h%o:>fy<^yffiS ource Devi 
c e , ^{t'^^M<D'f^<^yif^S ink Device 
20 Xh^o 

[0049] Sink Device li. S . 

^^xmrn^ty^iXio^jy^i^^^^^yyi/^- (n 

(N a) Source Device ICft-t*o 
^ LT. Sink D e v i c e fi, e^ttfcKl:^: 
ffiV^TN a A r ^jt^-r^e 
[0050] Source Device fi. 

ox%m^t>^it^^yy^M.=^\yy'J^'- (Nb) 
^H^. mmMMz^'T^^t^'^ty^xs i n 

30 k D e V i c e ICagi"o ^ LT. Source Dev 
i cell. idk^hMzm^^m^f^Xl^ht^hB r ^i'^^^ 

[0 0 5 1 ] ^CO^, Source Device It, 
/ -yir — v> (Bv)^Sink Device IZi^^^ 
ZO:^ ^y±-i> (B v) it. ^Mi^i:. Na, B r i: 

hi'^j$.^iitih(Dxh^o 

[0052] Sink Device li, ^ — 
(Av) 5rSource Devicel^^G^'5o ^yi? 
-i^ (Av) ft. <^mUt. Nb, A r t/D^?>'f'^^$il 
40 /ct>(OT'foSo 

[0053] Source Device (1, Av ;6^jE 

tmmvxmmm (Ak) ^i^So sink 

D e V i c e B v ;ef^iE LV^^^ffitlBL. lELntllt^ 

^f)>sE'^^£r'yu yxh6 tmrnLxmrnm (Ak) ^ 

[0 0 5 4] rcO^, Source Device ft. 
l&IiEII (Ak) l?SiP^ft tfc::':/ hP-z^H (eKx) 
^Sink Device IZi^^a Sink Devi 
50 ceft. ^^it^iXfc=^yhu~-J\-m (eKx) ^mM. 
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m (Ak) V^^^M^^L. n^-hn-zva (Kx) 

[0 0 5 5] m3(DmMmn(ommth<^v- 
[0 0 5 6] m^^tiby'i^^/i^=^>Tyy(Dm 

[0 0 5 7] ^'51, 1 00^:=' "SJtDn >- 

[0 0 5 8 ] K^T. r(0^.|iE®,a(0^f$:6^/^^|!i(0-F'J 

^cSo%^T . (0§fMiJxV<>< ;^ =1 1"-^ pj ^ > 
0 1) o S:fttJx/M>^^^='t:"-:^pJ=2>^7^>^-/^ft5 

a-/l.^- (eKcontrol#l) ^SftU. g{t 
/V-^- (eKcontrol#l) SrSttSl^ (;^r ^/ 

[0 0 5 9]?):{C. I D^CS-^*^/^T. ^cogft 

{lijf^V^V ^ IeI<o;^3i ^--sjco :a 5rS 9 C 

h D-yl^^r- (eKcontrol#2) ^is^ftL. S 
\tm'f^<^:^\^^(D:=^>V^—J\^^— (eKcontr 
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o I # 2) ^gttSi^ (^r yT'S 1 0 4) o 10©;^ 

[0 0 6 0] cnb^^V hn-/var— (eKc o n t 
rol#l, #2) fifiji^LfcJ:5l-S&#ik^tlfc=i>^ 

x^6o sfM'jcoxvw^T^fi. wM^rnxn^^n^ 

V^T eKcontrol#l, #2 OSt-^^b^r^^ . K 
c o n t r o I # 1 , n2m%hfh6o 

[0 0 6 1 ] Z(DXo\zLX. #SiM'JxVw;^&tc^ 
3t»-_7f;-5j^ 1 [H]<D;^^=ri:°— 'sjcoM:^^^ vr:^:^?:^ 

20 irtc/^^e 

[0 0 6 2] ^xo^imiy'^^^ t(Dmmmmi()mT _ 

-r^t (;^xy7'si0 5) . Rt-^>ft:^ixfc=i>'x>':y 

^— (eKcontent) i:, Bt^lk^ >^ 
y (Encrypted contents) ir^'^^^l 
{f fflJxV^^ (DgfMiJxV-^ ^ ;^ p - K ^ 

^ Ni^{t$^x5 (:^r ^/T'S 1 0 6, S 1 0 7) « 
it^ivfz^Vy^yy (Encrypted conte 
n t s) (D^y^U\C\'X^ n t:"— ^"^^ 1 =i t'— 

30 itlB (CGMS) /^^i^*!)3Z^S^^TV^6, 

[0 0 6 3] SfMlJCD^7^VW;^fi. rrt'-ny-hp- 
/Vlf^ (CGMS) PV hn2-/V^-^i!3»t-'SM 

■t^tz^(D::2:y^yym%mnt\^x^m'r^o -t^^t} 

^$tl5Pt''-P>'hP-/l-'tf$a (CGMS) \cmox 

X>':y(7)^SiCMiStfc::i>' hn-/U^- (K c o n t 
r o 1) 5rmi-6o -ttX. ^(DWR\^fz^VVT2- 

40 (eKcontent) CO^^{k^^|^ Sf-^^b 

$^lfcp>"7^>^y (Encrypted conten 
t s) <D^%\\^^W^^'f^fz^<r^^y'ryy^- (Kc 
o n t e n t) ^^^-^5 (;^x:yys 1 0 8) « S;t 

V^Tfi. ^ti^^-f^pV (Kc on t r o 

[0064] C(^J:5t::. *^JSff^ffiT^I^. 
50 1-?)<!:§fl. SfftJcOxVW^^^S^ C i:/^^T*^^p> 
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[0 0 6 5 ] r>lT\ Mz,\tmS(DXol^. — [n]<7);^n 

n (CGMS) ^{^ffl-r5C t^^T#6o 
[0 0 6 7 ] C<7)i:9^c?^-^{k^ hy-A^. 

1 t^ov^Ttist-^iki^y;^'* h y-jUA, B^:*^coBt^{k 20 

ho 

[0 0 6 8 ] Lfc^^oT. 1117 (a) $ tlTV^5 ct 

1117 (b) ^c^$^^TV^2,J: f^<^7tt^2 30 
st^^bi^^;^ h y-ABc7)Rt^>ft:^^l^-r^/ci6(7) 

h y-ABlcov^'C(l-t(Off^-^>fk^ft?^-r^::i: 
[0 0 6 9] ZZXi-t, ^^imif^U ^.m^^ 

[0 0 7 0] HI 8 LT. in 1 (D P C 1 1 
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(Plain Contents) ^^^^iElCiS ffl $ 

[0 0 7 1 ] ^:CT\ ^mi&fmxit. 7. h u-i>v'y< 
^ 7\ZltWM^MU (Authenticator)(^ 

[0 0 7 2] J&IT. :=^^^-':ft2T^ h^^^iZ^m^J:~-^<D^ 
=1 \i^--^(Dy'iy^ l^'ryy ^ S T B 1 2^^e3Sftt 
TDVD-RAM Fy-<:7'1 1 6 O D VD - R AMt^ 

[0 0 7 3] 1. STB 1 2 ^DVD-RAM K^-r::^' 
116 ^ti^tlOEM^^ (Authnticator) 

12 1, 1 1 6 i^m^x. 'trih'f^^^ ^r^^omm^ 

sTBi 2mf)^h^^^it^rixmhfvx^?>^'yb 
u''/]^^- (eKcontrol) S:DVD-RAM K 
y^y i 1 6{|iJ-ePt-^^®#=i>' h n-/v^^- (K c o 
n t r o I ) ^^fe^t-^o 

[0 0 7 4] 2. S TB 1 2;i^tPt^^b^iX/c:=r>^-r>' 
:y:^- (ekcontent) ;^^S&-^>fk$ tl/cx v=^/l^ 
3>x>^:yi:*{:iDVD-RAM Ky-TT'l 1 6}^^^^) 

[0 0 7 5] 3. Pt-^>fk$t^ycxv^^/l-:=' VxV:y|^ti 
3 t:*'-=i>'hD-/i.'|f$g (CGMS) ^Ji^^-a^ixTV^^o 
4. DVD-RAM Ky^:^ l 1 6 fiK c o n t r o 1 
CGMS^iSoT e K c o n t e n t 

(K content) $:^^i~^o e K c o n t e 
n t liB?P^S^-T*fo5o 

[0 0 7 6] 5. Kc o nt e n tX^-^it^tltz^^ 
it^>'T>y (Encrypted Content 
s) \t^<D'i^/v'^T(D±{zmWi^iV. MJti-?>Kc 
o n t e n t \tmx.iim 9 (D X 0 lZ± ^ ^ -f^(D^ ^ y 

fflilEli i/^ r A b 7 ^ ir ^ ^ V ^^Ji^T^ $> S o 
[0 0 7 7] /<fjb\ Z.flh^mO^yV^-M'i't^X 
CPU^v^^-zi^l 1 1 iCj:oT^tt?tv§o mi 
O^^RStT. DVD-RAMyT-<TirfBfi^^i^fcR^ 
-^>fb^ V^yy (EncryptedContent 
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[0 0 7 8] 1, DVD-RAM Fy-r 1 6 iMP 

EG 2t=i-^'i 1 5t(Dmx\ mm^noo 

^^^it $ tlfz ( e K c o n t r o 1 ) 

^^DVD-R AM K7'<:/1 1 6/5^bMPEG 2x:='- 

[0 0 7 9] 3. MPEG 2t^-^^1 1 5rt(7)Au t 
hent i ca torll51T*eKcontro \ <D 
m'^itiM'^. Kc o n t r o 1 m'^hixio 
4. ^'^it=i>'ryy (Encrypted Cont 10 
ents) tmmcm^it^tlfc=^>'T>''y^- (ek 
content) t C GM S D V D - R AM Ky 7' 
1 1 6;5^e3MPEG2T^*=i-^l 1 5-^mhix6o 

[0 0 8 0] 5, MPEG 2t::i-^'1 1 5(7)Au t h 
enticatorll51 T*K controliCG 
MS/D^beKcontent (ORf -^{t^® # K c o n t 
e n t $r^^i~5o 

[0 0 8 1 ] 6. MPEG 2x:=^-^1 1 5F^(0D e - 
Cipherll52 \ZK content Srit^^o 
7. De-C i phe T 1 1 52\t^>^'r>'y^'-\ZX 20 
^^^it^:^V'>'y (Encrypted Conte 
n t s) (Df^-^^it^M^ . ^(D=i>'r>y(7)P lain 
Text ^±ft^i-^o 

[0 0 8 2] 8. MPEG 2T::3->5ri i 5(1P 1 a i 
nTx e t K Ufc^tC VGA =i>' hn-y 1 1 

±(DXoiz, :^ hi^—i>'f^<4 :^(Dy<:^4 :^^ — y — 
:^U\zm^WM^(DAu t h e n t i c a t o rU^B 

[0 0 8 3] ^/c. 5t-B§-^{b$tv/crv^/^::i 

^(D^-t^i/7.T j-^t^h\'xm^mLx^f^\^^m\zmm 

[0 0 8 4] /c?^b\ ccT^fi. ;^ h U 
TDVD-RAM Ky-f y5r^tl^t/c;^\ DVD-R K 
MOKy-Y:/. HDD;^^ ift^iiffl bTt>^v\ 
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\^Y>C<Dh^flh^. ^!|;Cf^DVDyi/-^t D-VCR 

;^ ^ iSffl -r 5 ^ ^ =^ >- ^ - ^ jSffl ^ft t:: iiffl 
-r5Ci:^'^T'#6o Sfc. I EEE 1 3 9 4xV^^-r;^<}r 

[0 0 8 5] Bt-§-'fbt'Cte^$tl5::f>^^y:ycO 

i: ^ -5 M >^ 5: S'J PSI" 5 t V ^ 9 -r " ^ tei^^ffi'J PS:^ 

[0 0 8 6] ir^lioh. Z.n^X\t,. n t:°-;f^-5J^ -[p] 

;t ^ J: 5 t^-r 5 v^o ^ 4^)ffl^^7iffl«^tf 5 C i (IS 
[ 0 0 8 7] ^z.x\ *x-^e^^iJPI:^i£T^fi. ^ h 

'f:^yf)^bfi:^y^V3-J^(D^x\ ^—^m^x^^xf 
[0 0 8 8] mil *T-^^iS$iJ[iS:^?i^lim 

[0 0 8 9] ^rT^V^9. r^^Sj ^f±tt&^fS^(^W^ 

[0 0 9 0] y=-^ai;^'>;^r-^3 o ifi;=^ h y-^r 

B^J (D^nn. mi 2(DXolZ^(Dy<&'y bO^y^^U 

V\ ^fc. El 1 (D I EEE 1 3 9 4 v-y 2 0 0 

^PC I /^;=^ 1 0 0^j:i:Xh^XhX\^\ 
[0 0 9 1 ] T'-^^ai/;^xA4 0 1 fl;=^ h y - Ax 
-^^rSttSi^^eF^t^fc^o M;ttf. micoPCll 
^C:^ol/^Tft. i^^-'Tl 1 3. CPU^v^-yv^l 1 
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1. fcSV^IlMPEG 1 1 5fj:t'Mv'-'^^ 

a->;^TA4 0 1 lc;faai-5iii-''<e?)„ *fc, x-^ 
4!iav'^7'A4 0 1 \-XPC(D^fj:b-f. giro 1 3 9 4t 

[0 0 9 2] ■r-^MSi/^TA4 0 1 liHI^JCT-^ 

#**aai-5^-r $i^:^^-r'^BES^i. y'-'$'^m~y:^T 
[00 9 31 -r>'^7i-^SB(±y7 h^7:rro 

^^■^ i.>-i/x'mB^n. x-^^Q!a->^xi*4 0 10 

[00 94] mi 3IC(3, h y -M.(D/<^'y h^y^ 

ttltS i o T X - ^ ^5 ^ f |J^» 1- 

^tlTV^^o 30 

[0 0 9 5] mi 3lc^b■^,^T^±, x-^*aav'^Ti>.4 

-^y^^yVA, B, C, Ut^hmj^^nxa*) . 
[00 9 6] T — ^^!ia->;^Ti>.4 0 1 W;^ h y-A$lj 

PS^gglcj; I? . T-^*0;a->;^r A4 0 1 lcii^1-5 
r^^B^j ^fc(± ^m$.\ (n>^-^ {"f-^A, =f-9 

C) /cl:t;45*!!;a$lv. ■ftbWr-;?' (t^'-^S'B, t-^S' 40 

D) \x^mnm^h^^^^^mm^i\^ho ^hy-i^sy 
PS*t6coMa(4. mi 4c»7P-f--^- nc^i-^jiifc 

A4 0 \ \zm.%^f\^X\^h'y7.y- KWk^'^mt^W^^ 

5;^ h y-AM1HS^i:Witl!5;!i5^f*7tv5 (;^tj/7*S 
2 0 1~S 2 0 4) „ -ifeLTV^5?fe?>«, t(r>7^ V V 
-M. {y<^y\-) 0*n;a^5fl^i:'tl (;^r->'7°S2 0 

5) . ?P-iic/<cibtf^aa$^^^£^^ {:^Ty:fS2 0 

6) „ 50 
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[0 0 9 7] Lfc^^oT. fij;ilf> mi«5MPEG2T-' 

3-^'i 1 5icx-^5'^a->>^xiN4 0 1 o;^ h y --^ 

=iyT:yy {f--^A, b, c, d) (d^x\ ^--y-'ss: 
r^^j ^fc(4 iz^m-t^y'-'^ (t-^ 

[0 0 9 8] ioT, mi 1 0->^7^A^^^■^^-xy^' 
# ic-g-ii: L V— fc* it 5r ff 4 L . lE^-r 5 i t 

[0 0 9 9] 

- y => > f ^ - i5' /.C t'Oy^- *Q;agB ^W^l" 

5Mig^v'^-/^^^^ml^|l&-§■^l:^!iawfc*(0^^!iE^ 
[mEo|fW.e!ftBJ] 

[mi] *^PJ(7)-||feJi^te(C'^5='>f^-^'->;^x 

[m2] mirov';^rA|cfctt5y7 h-J^Tir^^- K 
'>:nTi:cDM#5:^-rmo 

[03] mlrov-;^TAT•fflv^P,^^5^^IS!iEfc<^;^^^ 

-xgi(75-'^!i5r7F-rmo 

[m4] ISl^igJf^ffi©->^xAT'ftffl$tv5^.|iMac73 
[ms] I^SItt5i^©->y!:r A{cigffl$n5xv'i5'/W3 

[me] |W|^iMjf0ffi(73->>^rAiCiiffi$ix5xv'^'/V-=' 

Lyt«^-^ii%i-m„ 

[m7] |Wl||Jg5i^o->;^rA|ciiffl$ix5xv;5'yi'3 

[ms] IHIIJSJf^ffico-yy^rAiCBgitf^nfcy?. h w-v* 
x--o=i ^-yiE^tliit^lftPJ-fSfcfeomo 
[m9] (^|lte?f0^Ov'y.rA(ctS:(te>ix/-c;^ hi'-i/ 

[mi 0] ^m:mf^m<D'yy^7-Mzm.i-yhMcy^ h 
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Defects in the images include but are not limited to the items checked: 

□ black BORDERS 

□ IMAGE CUT OFF AT TOP, BOTTOM OR SIDES 
FADED TEXT OR DRAWING 

"blurred OR ILLEGIBLE TEXT OR DRAWING 

□ SKEWED/SLANTED IMAGES 

□"cS^ OR BLACK AND WHITE PHOTOGRAPHS 

□ GRAYSCALE DOCUMENTS 

-□'tjNES OR MARKS ON ORIGINAL DOCUMENT 

□ REFERENCE(S) OR EXHIBIT(S) SUl^MTTTED ARE POOR QUALITY 

□ OTHER; 

IMAGES ARE BEST AVAILABLE COPY. 
As rescanning these documents will not correct the image 
problems checked, please do not report these problems to 
the IFW Image Problem Mailbox. 
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